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The Unofficial Guide to Ethical Hacking is much more than a guide to hacking.
For anyone interested in finding out how your fail-safe system was cracked and
how you can better protect yourself, this book is amust-read. It contains helpful
resources that you can reference to better protect your system from becoming the
victim of attacks. It also includes discussion on the nature of file encryption,
firewalls, and viruses and shows how users can make their systems more secure.
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Editorial Review

From Library Journal

"Ethical hacking" may seem like an oxymoron, but to 17-year-old Indian high school student Fadia, it'sa
way of life. This book extends his Hacking Truths site (hackingtruths.box.sk), describing hackers as
computer experts who do break into systems but refrain from causing damage. From password cracking to
finding hacking utilities online, the ideas here will help intermediate to advanced readers protect their own
systems and resolve situations ranging from lost passwords to viruses. While the writing is somewhat
awkward, Fadia's voice and perspective shine through. Recommended for larger libraries.

Copyright 2002 Reed Business Information, Inc.

About the Author

Ankit Fadiais an independent computer security consultant based in Silicon Valley. He has authored several
internationally best-selling books on numerous topics related to computer security, and he isawidely
recognized computer security guru and cyberterrorism expert. Fadia provides customized cybersecurity
training and consulting solutions to major clients all across North America, Asia, Australia, and the Middle
East. Heisalso regularly invited by BBC Radio World Newsto share the latest updates on virus outbreaks,
loopholes, and cybercrime trends. Recently, Fadia started his own computer security consulting and mobile
phone solutions company based in Malaysia, with operations all across the Asian Pacific region.

Excerpt. © Reprinted by permission. All rights reserved.

‘Hacking' and ‘Hackers' are terms that generally tend to have a negative effect on people. Most people
straightway start associating ‘ Hackers with computer criminals or people who cause harm to systems,
release viruses, etc. And | do not blame them for holding such a negative opinion. Y ou see, one tendsto
accept what is being fed to him. And nowadays the media has been wrongly and outrageously referring to
computer criminals as ‘Hackers'. They fail to recognize the fact that criminals and hackers are two totally
distinct terms and are not associated with each other whatsoever. People have wrong notions and for reasons
not justified at all, they have a negative attitude and utter dislike for ‘ Hackers and persons associated with
‘Hacking'.

The description of ‘Hackers' provided by the mediais nowhere near what hackers actually stand for. Hackers
in redlity are actually good, pleasant and extremely intelligent people, who by using their knowledgein a
constructive manner help organizations to secure documents and company secrets, help the government to
protect national documents of strategic importance and even sometimes help justice to meet its ends by
ferreting out electronic evidence. Rather, these are the people who help to keep computer criminals on the
run.

Mr. Malik works as a programmer in a Fortune 500 company. When | first presented the idea of writing a
book on *Hacking' and expressed my support towards ethical hackers, his reaction was one, of profound
disbelief and resentment. He argued that teaching people to hack would only increase the incidence of
computer crimes and bluntly stated that instead, more laws against hacking (well, actually cracking) should
be introduced. He believed that | was crazy and said that he was against my site and book. Well, his strong
and blunt opinions are petty much understandabl e as he was once cheated of his Internet hours, and since

then his thoughts about hackers have been quite. . . well, let me put it lightly in a single word: ‘ Unpleasant'.

Since the time the ape shed his hair and stood upright, man has been utilizing those objects which could



cause harm to other humansto protect him when the need arises. The invention of the nuclear bomb or
weapons as simple as knives immediately come to mind when one thinks of typical examples.

One evening, | waswatching a TV program on vaccines and how they have been such a boon to the human
race. The discovery of vaccines has been the greatest thing that could have happened in the medical world.
Vaccines have helped to save millions of lives. But what struck me most was the description on how they
actually work. Vaccination is like fighting evil with evil for positive gains.

The biggest problem that NASA and its team of engineers faced in all its space missionsis that of disposing
human wastes and providing and storing pure drinking water for the crew aboard. A young biologist
suggested, ‘Human wastes be converted into pure drinking water by passing it through advanced chemical
processes.’ At first, his colleagues had been dismissive of this rather strange idea. However, later after some
detailed and animated discussions, they concluded that using the negative non-useful elements to get
something good and useful was their best bet.

History has shown that to eradicate or to protect against harmful elements, one needs to get some of these
harmful elements onto his side and only then declare war. Let me assure you that history does and will repeat
itself.

All the laws in the world cannot and will not discourage computer criminals. Crackers are getting real smart
these days and it is becoming increasingly easier for them to break into a system, create havoc and escape
without leaving any trace behind. Laws are absolutely useless when system administrators themselves are
becoming ignorant of computer security and are dismissing al hackers as people belonging to the dark side
of society. It has become absolutely necessary to teach people asto how crackers work, how cracking is
executed and how to protect computer systems from crackers. If thisis not done soon, then the crackers will
get way ahead in the security race. And we redlly don't want this to happen, do we?

Wouldn't Mr. Malik have been able to protect his Internet account (and have a better opinion about hackers)
if he had been more aware of how computer criminals work. If we were able to learn and understand how
someone can break into our system, then wouldn't we have ensured that the security loophole is fixed even
before the cracker strikes. Right? All | want to say isthat instead of being resentful and afraid of fire, it
would be much better, if we learn to live with fire and fight fire with fire itsalf.

Users Review
From reader reviews:
Dorothy Guillen:

Nowadays reading books become more and more than want or need but also work as alife style. This
reading routine give you lot of advantages. Advantages you got of course the knowledge the actual
information inside the book that improve your knowledge and information. The details you get based on
what kind of book you read, if you want have more knowledge just go with training books but if you want
really feel happy read one with theme for entertaining for example comic or novel. The The Unofficial Guide
to Ethical Hacking (Miscellaneous) is kind of reserve which is giving the reader capricious experience.

Charles Barton:

It is possible to spend your free time you just read this book this e-book. This The Unofficial Guide to



Ethical Hacking (Miscellaneous) is simple to create you can read it in the park, in the beach, train and soon.
If you did not include much space to bring the particular printed book, you can buy the particular e-book. It
ismake you easier to read it. Y ou can save typically the book in your smart phone. Consequently there are a
lot of benefits that you will get when one buys this book.

Jeffery Herring:

Many people spending their moment by playing outside together with friends, fun activity with family or just
watching TV the whole day. Y ou can have new activity to pay your whole day by studying a book. Ugh, you
think reading a book will surely hard because you have to use the book everywhere? It ok you can have the
e-book, taking everywhere you want in your Touch screen phone. Like The Unofficial Guide to Ethical
Hacking (Miscellaneous) which is getting the e-book version. So , why not try out this book? Let's notice.

Leroy Moore;

Reading a book make you to get more knowledge from it. Y ou can take knowledge and information from a
book. Book is prepared or printed or highlighted from each source that filled update of news. On this modern
eralike currently, many waysto get information are available for you actually. From media social similar to
newspaper, magazines, science guide, encyclopedia, reference book, novel and comic. Y ou can add your
understanding by that book. Do you want to spend your spare time to open your book? Or just in search of
the The Unofficial Guide to Ethical Hacking (Miscellaneous) when you desired it?
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