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@ This collection of 42 high-quality, well-researched case studies on
information and computer ethics addresses the most salient ethical issues of the
information age, and illustrates the key concerns of computer specialists and
information managers today. It engages readers who are novices in computer
issues—and those who are more involved—in an exciting discovery process.
The cases encompass areas such as privacy, free speech, intellectual property,
Internet access, and policy discussions—and feature the Microsoft tria, the
Napster case, the FBI's Carnivore technology, and the AOL Time Warner
merger. For managers, executives, and I T professionals who work in the field of
computer technology, and for use in corporate management education programs.
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Editorial Review
From the Back Cover

Case Studiesin Information Technology Ethics, Second Edition, is aversatile learning tool that offers a
collection of diverse cases to help students and managers reflect on the multi-faceted ethical dilemmas that
are emerging in the networked world. This book contains forty-two high-quality and well-researched case
studies that address areas such as cybercrime, privacy, intellectual property, and equitable access. Many of
these casesillustrate the interplay of strategic objectives with law, public policy. and ethical norms. The text
isdesigned to appeal to all student levels—it is neither too technical for the novice in information technol ogy
issues, nor isit too simplistic for those with a more sophisticated background.

New to this Edition

- Twenty-two new cases along with new chapters on free speech and interconnectivity issues such asthe
proper use of hyperlinks and metatags.

- All cases have been updated where necessary to reflect changesin laws or policies.

- Thereisafocus on policy issues, featuring cases on the information infrastructure, open access to the
Internet, and the digital divide.

- There are cases on controversial and current topics such as the Microsoft antitrust trial, Napster and digital
music, the AOL Time Warner merger, the FBI's Carnivore technology, and the use of encryption software.

Excerpt. © Reprinted by permission. All rights reserved.

Since this book was first published in 1996 under the origina title Case Sudiesin Information and
Computer Ethics, there have been many changesin this expanding field of study. Computer ethics courses
began infiltrating the curriculum at many universities and there has been an outpouring of books and articles.
The field is more mature now with its own journal, Ethics and Information Technology, published by Kluwer
Academic Publishers, and its own scholarly organization, the International Society for Ethics and
Information Technology (INSEIT). In keeping with this nomenclature, we have opted to change the title of
this book to Case Studies in Information Technology Ethics.

Also, at that time of the first edition the World Wide Web was in its infancy and most €l ectronic commerce
business models were still on the drawing board—inchoate ideas in the minds of visionaries like Jeff Bezos
of Amazon.com. During the ensuing period there was an explosion of growth on the Web followed by the
great dot.com crash of 2000. But while the euphoria about the Net has faded, no one is dismissing the
likelihood that this global network will be a main thoroughfare of commerce and community in the future.

This new edition puts considerable emphasis on the major ethical dilemmas provoked by the Web and the
Internet, especialy in the areas of privacy, free speech, and intellectual property. Several new sections have
been added, including an entire chapter on free speech in cyberspace along with a chapter on fair competition
and Internet access issues. Free speech issues have emerged as particularly contentious ones thanks to the
availability of automated content controls such as filters; several casesin Chapter 2 will emphasize the
disputed role of these technologiesin controlling discourse in cyberspace. There is aso much emphasisin
this book on property and interconnectivity issues that stem from activities such as hyperlinking. The
property cases deal with digital music and the Internet phenomenon of Napster, and they also examine



controversial issues such as Web site linking and the proper use of metatags.

Other topics covered by this book include security, software reliability and liability, and, of course, the vital
issue of privacy. The chapter on privacy includes a case on Web bug architectures as well as a new case on
the controversy surrounding Toysmart.com's customer list. Thereis anew section in this chapter called
"Privacy and Public Safety" that includes two case studies on the government's conflicting demands to
protect privacy and provide security. The first case study focuses on the FBI's controversial Carnivore
technology and the demands placed on Internet Service Providers to cooperate in Carnivore's deployment.
The Carnivore case alows students to consider the difficult trade-offs that must be made between security
and liberty. The second selection, "Crypto Wars," is an updated version of a case that appeared in the first
edition. That case now reflects the liberalization of encryption export policy and other important changes.
The privacy issues raised by both of these cases obviously have greater salience in the post-September 11
world.

Also new to this edition is a secondary focus on policy issues for those so inclined to present some of these
cases from that perspective. Included in Chapter 1 isan overview of Larry Lessig's framework along with
more general background material on how to frame policy debates about the Internet. The final chapter is
especialy suited for policy discussion with its cases on the information infrastructure. These cases involve
the problems of open access on the Internet and the digital divide. Included in this chapter are two cases on
Microsoft: a comprehensive review of the antitrust trial and atimely discussion on the potential for renewed
antitrust problems with the release of the Windows XP operating system.

This book presents atotal of 42 case studies; 22 of these cases are new and several of the remaining cases
have been updated where appropriate. Some of these cases (such as the pair of Microsoft cases) look at the
moral propriety of corporate policy, while others ook at what constitute suitable and fair public policies.
Still other cases are based on the actual experiences of managers and Information Technology (1T)
professionals who work in the field of computer technology or have some responsibility for managing a
company's information resources. A few cases represent hypothetical but realistic situations.

The purpose of these diverse cases, of course, remains the same: to help students, I T professionals, and
managers to reflect on the vexing ethical dilemmas and problems that are emerging in the information age. In
this fast-paced environment the rules seem to change quite rapidly and the standards of propriety are difficult
to define. Many of the cases presented here are complex and multifaceted, and hence they defy facile
solutions. But the problems posed are certainly not insoluble, and, as a guide to effective resolution, this
book includes an overview of theoretical ethical frameworks. The frameworks presented include
conseguentialism, pluralism, and contractarianism. They enable usto analyze moral problems from the
viewpoint of consequences, duties, and rights. If used properly, these "avenues' of ethical reasoning can be
instrumental in helping us develop a cogent action plan within the bounds of ethical probity and social
acceptabilty.

Finally, there is a selective but thorough bibliography that includes major books and articlesin the field of
information technology ethics. It is organized by the topics covered in this book and it will facilitate the
process of future research on many of the issues raised in the case studies and the chapter introductions.

THE METHOD

The case study remains a popular instrument to provoke students to grapple with complicated moral
problems and quandaries. Cases present such problems in a particular context, and as aresult they require
students to discern the ethical dimension of a situation among a plethora of intricate, perplexing, and
sometimes conflicting information. Further, they compel students to frame the issues carefully and to



develop atenable and morally defensible action plan. Since these cases are based on real-life situations, they
prepare students for the ethical dilemmas they will confront in their own professional careers. The
expectation is that they will be able to deal with those dilemmas more responsibly and purposefully once
they have devel oped this valuable skill of ethical analysis.

The most significant benefit of using the case study method is that it engages students and requires them to
become active participants rather than passive observers. This method isaform of student-centered
education that heavily involves students in the learning process. According to Charles |. Cragg, in "Because
Wisdom Can't Be Told,” (Harvard Alumni Bulletin October 19,1940)

The case system, properly used, initiates students into the ways of independent thought and responsible judgment. It faces
them with situations which are not hypothetical but real. It places them in the active role, open to criticism from all sides. It
puts the burden of understanding and judgment upon them. It provides them the occasion to deal constructively with their
contemporaries and their elders.

The cases in this book have been designed to stimulate dialogue and reflection on awell-defined set of
complex issues. They aretimely and yet embody enduring controversies that will remain with us for many
years. They can stand alone or be used with supplementary material such as background essays, articles, and
even news clips available on video. Most of the cases have been tested at various seminars and classes at
Boston College, and they have been chosen because they can function as excellent springboards to
productive and lively discussions.

THE AUDIENCE

Interest in this provocative subject matter has certainly intensified in the last decade. As aresult, new courses
and workshops in information technology ethics have proliferated on college campuses, corporate education
settings, and elsewhere. It is my hope that this updated case book will continue to be a valuable resource for
such courses and seminars.

This book can be used profitably in advanced undergraduate and graduate programs in schools of business,
engineering, and public policy. It ismost suitable for courses devoted exclusively to information technology
(or computer) ethics, but it could be used in engineering ethics courses where amajor axis of discussion is
information processing. It has also been designed for interdisciplinary courses that probe the business and
legal environment of telecommunications and information technology such as " Seminar in Internet Law,
Ethics, and Policy." Or it could be used profitably in generic policy or ethics courses offered in schools of
business (for example, courses such as " Social Issuesin Management" or "Moral Dilemmas of
Management"). This text could even find a place in some humanities and philosophy courses that treat
broader areas such as practical ethics or technology and society. Lastly, this collection of cases can be an
important resource in corporate management education programs. Professional managers also need to be
introduced to the array of issues presented in these case studies. In any of these contexts this text can be used
by itself or it can serve as a companion piece to a narrative or book of readings on computer ethics.

Ultimately the goal of thisbook isto help instructors sensitize students and managers to the vital importance
of the careful and responsible use of information technology. It raises many guestions, challenges certain
assumptions, and even provides a glimpse into the future. But above al, the primary objective isto heighten
our ethical awarenessin order to help ensure that technology will not be used to create afuture inimical to
human values or the fundamental principles of justice and fairness.
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Users Review
From reader reviews:
Marilyn Washington:

Why don't make it to become your hahit? Right now, try to prepare your time to do the important act, like
looking for your favorite e-book and reading a e-book. Beside you can solve your long lasting problem; you
can add your knowledge by the book entitled Case Studies in Information Technology Ethics (2nd Edition).
Try to stumble through book Case Studies in Information Technology Ethics (2nd Edition) as your close
friend. It means that it can for being your friend when you sense alone and beside that of course make you
smarter than before. Yeah, it is very fortuned for yourself. The book makes you far more confidence because
you can know almost everything by the book. So , et me make new experience in addition to knowledge
with this book.

Teresa Jones.

Have you spare time for aday? What do you do when you have considerably more or little spare time? Yes,
you can choose the suitable activity regarding spend your time. Any person spent their very own spare time
to take a go walking, shopping, or went to the particular Mall. How about open or maybe read a book entitled
Case Studies in Information Technology Ethics (2nd Edition)? Maybe it isto become best activity for you.

Y ou understand beside you can spend your time using your favorite's book, you can cleverer than before. Do
you agree with it is opinion or you have various other opinion?

Kenneth Handy:

This Case Studies in Information Technology Ethics (2nd Edition) usually are reliable for you who want to
certainly be a successful person, why. The key reason why of this Case Studies in Information Technology
Ethics (2nd Edition) can be one of many great books you must have is giving you more than just smple
reading food but feed you with information that might be will shock your previous knowledge. Thisbook is
actually handy, you can bring it just about everywhere and whenever your conditions at e-book and printed



kinds. Beside that this Case Studies in Information Technology Ethics (2nd Edition) forcing you to have an
enormous of experience for example rich vocabulary, giving you trial of critical thinking that werealize it
useful in your day exercise. So, let's haveit and revel in reading.

Ann Goddard:

Playing with family inside a park, coming to see the sea world or hanging out with good friendsis thing that
usually you will have done when you have spare time, subsequently why you don't try issue that really
opposite from that. 1 activity that make you not experience tired but still relaxing, trilling like on roller
coaster you are ride on and with addition of knowledge. Even you love Case Studiesin Information
Technology Ethics (2nd Edition), it is possible to enjoy both. It is great combination right, you still wish to
missit? What kind of hang typeisit? Oh can occur its mind hangout men. What? Still don't obtain it, oh
come on its known as reading friends.
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